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“It is possible that the scrupulously honest man may not grow rich fast as the unscrupulous and dishonest one; 
but success will be of a truer kind, earned without fraud or injustice. And even though a man should for a time 
be unsuccessful, still he must be honest; better to lose and save character. For character is itself a fortune.”
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Commercial Fraud: Managing the risk

Fraud is often associated with individuals (£6.1 billion) but 
businesses often become more significant victims of fraud 
(£45.5 billion). Businesses can be defrauded in various 
ingenious ways, making it difficult to spot and prevent.
 
Fraudsters will often use genuine company details for 
dishonest purposes including forging signatures to have 
goods delivered to the wrong address. False documents 
can also be filed at Companies House allowing fraudsters 
to generate fictitious credit ratings with information agencies.

The Home Office’s National Fraud Authority Annual Fraud 
Indicator* increased significantly this year, driven by the 
organisation having direct engagement with UK businesses. 
Overall, the amount of fraud detected rose from £38 billion 
in 2011 to £73 billion in 2012, and highlighted the impact 
fraud has on the different sectors, with the private sector 
affected most.

Overall UK businesses are estimated to lose £45.5 billion 
per year to fraudsters, with larger businesses being hit the 
hardest. The continuing difficult economic conditions 
means fraud is more likely to push many businesses over 
the edge and result in failure.

Certain sectors and geographical locations are more 
vulnerable to fraudsters. Businesses operating in wholesale 
and retail trade, manufacturing, financial and insurance 
services and construction need to take particular care to 
avoid deception. 

Analysis by Graydon found, that unsurprisingly, urban areas 
are more likely to be affected by fraud, with those in Central 
London most likely to be hit. Large cities, such as 
Manchester, Birmingham and Glasgow, are also particularly 
exposed to scams. 

In the last three years, the Graydon Intelligence Team has 
removed £87.9 million worth of credit recommendations 
from the database, protecting their clients. 

On average, the Intelligence Network Team has removed 
£29.3 million worth of credit recommendations a year, from 
businesses, which subsequently attracted County Court 
Judgements to the value of circa £10.5 million every 
financial trading period. 

Not-for-profit sector
£1.1 billion

Private sector
£45.5 billion

Public sector
£20.3 billion

Individuals
£6.1 billion

Mass marketing fraud
£3.5 billion

Other sectors
£12.7 billion

Professional, Scientific 
and Technical Activities
£2.8 billion

Construction
£3.0 billion

Fraud loss
£73 billion

Financial and 
Insurance Activities
£3.5 billion

Manufacturing
£7.4 billion

Wholesale and Retail Trade; Repair of
Motor Vehicles and Motorcycles
£16.1 billion

Identity fraud
£1.2 billion

Other
£1.4 billion

Benefits & Tax credits
£1.6 billion

Local Government
£2.2 billion

Central Government
£2.5 billion

Tax
£14.0 billion

Breakdown of fraud losses by victim group
Source: National Fraud Authority
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Commercial Fraud: Managing the risk

Becoming a victim of fraud just once could have a large 
impact on a business and push some into insolvency. As 
margins continue to be squeezed it’s even more important for 
businesses take preventive measures to protect themselves. 

Survey participants of the National Fraud Association’s (NFA) 
Annual Fraud Indicator estimated that fraud cost their 
businesses, on average, 1.4 per cent of their turnover each 
year. In a troubled economic climate where every sale is vital 
for a company just one per cent can change a business’ viability. 

Businesses with a turnover between £20-40 million are most 
at risk and online traders are 11 per cent more likely to be 
targeted, according the NFA’s National Fraud SME 
segmentation 2012. 

Of the respondents to the survey 25 per cent had 
experienced fraud in the last twelve months, yet despite this 
many businesses believed they would not become victims. 
Businesses also said they felt they were not adequately 
protected but don’t have the knowledge to do so.

The NFA was established after the governments 2006 Fraud 
Review found that fraud was a significantly under-reported 
crime. The organisation aims to raise awareness of the 
problem as well as preventing fraud.
 
Commercial fraud is greatly varied and can range from simple 
to highly complex. For example fraudsters can send fake 
invoices and requests for payment for goods and services 
that haven’t been ordered or received. Inexperienced and 
untrained staff may process such payment resulting in loss of 
money and an unhealthy cash flow. 

In some cases fraudsters have stolen a company’s details to 
commit fraud, such as opening bank accounts or ordering 
goods in the company’s name. This can ruin a business’ 
credit rating, making it difficult for the business to establish 
new business and continue trading.

As the largest source of finance, trade credit is also open to 
attack from fraudsters. The Fraud Act 2006 gives some 
protection but it can often be too little too late.

Part of the act make it a statutory offence to obtain services 
dishonestly; meaning that obtaining services with the 
intention of not paying can result in a fine or imprisonment. 
However tracking down the scammer after the specified 
payment date can be difficult. 

Turning to the police would seem like the obvious choice for 
businesses that have experienced fraud however the retail 
crime survey suggests that the majority do not. Reasons 
given included ‘no confidence in police response’ (85 per cent) 
and reporting fraud is ‘too time consuming’ (70 per cent).

Experience has shown, many wrongly believed the police 
and organisations such as the Serious Fraud Office (SFO) 
were there to help prevent and investigate commercial 
fraud. However, with the continued programme of 
government austerity measures, including a reduction in 
resources for the police, commercial fraud is no longer 
being treating as a priority crime by many forces. In 
addition the SFO are inundated with suspicious activity 
reports from the financial sector and only deal with extreme 
cases, deemed to be in the public interest. Therefore 
general commercial companies must take their own 
measure to ensure they don’t become victims. 

The reasons given by the survey respondents suggests that 
it’s better for businesses to take preventive measures rather 
than dealing with the costly and lengthy process of 
reporting and recovering fraud.

The Credit and Industry Fraud Avoidance Service (CIFAS) 
aims to mitigate fraud, member organisations share 
information about identified fraud to prevent further losses. 
The organisation largely focuses on fraud committed by 
members of staff.

Figures recorded by members of CIFAS suggest that as 
economic pressures have increased so too has fraud. As 
businesses feel the pressure of tight margins some may fail 
to properly assess what appears to be a good opportunity 
and therefore fail to spot potential fraud. 

Despite a range of agencies aimed at preventing fraud and 
enforcing the law, businesses can take their own measures 
to ensure they don’t become victims. 

Overview
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Commercial Fraud: Managing the risk

There are a variety of factors that can make businesses more 
vulnerable to fraudsters ranging from locations, to turnover 
and sector. Knowing how exposed a business is allows 
necessary precautions to be put in place as protection. 

Size of issue

The National Fraud Authority’s (NFA) Annual Fraud Indicator 
estimated that £45.5 billion was lost from the private sector 
in 2012 through fraudulent activities. 

Certain sectors were more likely to fall foul and be targeted. 
Sectors that have a large network of suppliers and 
customers, such as wholesale and manufacturing, were 
more likely to be affected, as it’s easier for fake invoices to 
go unnoticed.

The estimated losses for each sector are shown below:

The type of fraud committed also varied dependant on the 
sector, for example the professional, scientific and technical 
sector is particularly open to fake invoice scams, computer 
hacking and account takeover. In contrast the arts, 
entertainment and recreation sector were more likely to fall 
victim to corporate identity and computer software fraud. 

Using the internet to trade also increased the risk of fraud by 
eleven per cent, making businesses dependant on online 
operations even more exposed. As retail increasingly shifts 
towards online shopping those operating in the sector 
should consider stepping up security measures to safeguard 
against a potential attack. 

Respondents to the British Retail Consortium’s (BRC) Retail 
Crime Survey estimated that just over half of fraud could be 
attributed to organised groups. Graydon’s XSeption 
highlights unusual activity that could be fraudulent, including 
company identity fraud, this gives businesses critical 
information in order to judge whether to trade with a 
company. 

Breakdown by sector

SMEs generally accounted for around half the amount of 
fraud, indicating that the belief fraudsters target larger 
companies is false. 

The most vulnerable businesses differed depending on the 
sector, smaller businesses in construction were twice as 
likely to be targeted than larger businesses.

The NFA’s SME Fraud Segmentation in 2012 found that 
businesses with an annual turnover between £20-40 
million were much more likely to have experienced fraud.

Although still vulnerable, businesses earning over £40 
million saw a fall in the amount of fraud experienced. This 
is likely to be linked to the businesses having better 
defences in place to combat the risk. 

Breakdown by size
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Wholesale and Retail Trade; 
Repair of Motor Vehicles 
and Motorcycles

Manufacturing

Financial and Insurance Activities£ billions

Construction

Professional, Scientific and 
Technical Activities

Other sectors

£16.1

£7.4
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Commercial Fraud: Managing the risk

Graydon’s Intelligence Team gathered data of suspicious 
activity between 2009-11 and analysed that stats to show 
the geographical locations most vulnerable to fraud, broken 
down by region and cities/towns.
 
Unsurprisingly, Central London businesses experienced 
significantly more fraud than other regions, accounting for 
over 26 per cent of the total. The North West (13.5 per 
cent), the Home Counties and Outer London (10.55 per 
cent) and the East Midlands (9.54 per cent) followed Central 
London in the rankings. 

When the data is broken down further, four major cities 
appear consistently in the top 10 for fraudulent activity: 
Manchester, Birmingham, Glasgow and Sheffield. 

The top ten identified towns and cities over the three-year 
period account for over a quarter (25.71 per cent) of the 
commercial fraud activity in the UK. These areas are cited 
on the right:

The majority of fraud occurs within inner city areas, this 
maybe due to company incorporation agents being largely 
based in these areas.

Businesses that operate in these areas should consider 
reviewing their fraud prevention measures to ensure they 
are up to date and suitable for the business requirements. 

Breakdown by location
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Manchester

Birmingham

Soho

Glasgow

Leeds

Sheffield

Harrow

Docklands

Ilford

Reading

5.12%

4.22%

3.63%

2.87%

2.27%

1.59%

1.56%

1.54%

1.54%

1.38%



Commercial Fraud: Managing the risk

Step 1: Know the identity of your customer 

Ensuring you know the identity of a new customer is crucial 
before entering into an agreement of any type. Having a 
robust credit control procedure in place is the first step to 
preventing fraud. 

All potential businesses partners should be subjected to a 
credit report, allowing businesses to check for any 
anomalies and previous issues. This will highlight potential 
risk when dealing with the company.

Double check credit references, a second look may raise 
queries that were first unnoticed. In order to comply with 
UK anti money laundering regulations, the minimum 
customer identification details that need to be obtained 
from companies are: 

•        Full Name 
•        Registration Number 
•        Registered Address 
•        Names of company Directors 

Obtaining these details is often the first stage in knowing 
the identity of your customer. 

Likewise ensure the company providing the reference is 
genuine by checking the address and telephone number 
provided. 

Step 2: Remain alert

It is extremely important to remain alert and flag any events 
and details that are out of the ordinary. Sudden changes to 
the delivery address or last minute order changes can 
signify that fraudulent activity is taking place.

Unusually large orders at the beginning of the month can 
also be an indication of fraud, as this gives fraudsters the 
longest timeframe before you begin to chase for payment.

Step 3: Use a risk management service

Typically, around four per cent of UK businesses exhibit 
signs of ‘unusual’ corporate activity. Whilst some of these 
will turn out to be innocuous others will be more sinister. 

Using a risk management service allows you to receive the 
most up to date and critical information so that you can 
judge whether to trade with a company or leave it well alone.  

Step 4: Be part of an intelligence network 
within your sector

Sharing information on fraudsters and discussing best 
practice with other businesses in your sector can give 
additional information and flag up potential issues you may 
have originally missed. 

Working closely with other business to mitigate fraud can 
create a network of information shutting out fraudsters. 

What businesses can do to 
mitigate fraud?
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In the past Graydon have assisted with police enquires 
providing details, such as addresses, phone numbers and IP 
addresses, on suspected fraudsters. 

In one case the information provided by Graydon helped 
convict fraudsters who had targeted eighty small businesses 
in the UK. These businesses had been defrauded to the 
value of £4 million by the gang. 

The subsequent investigation saw fourteen suspects 
arrested, four of whom were charged with nineteen offences. 

The gang had been ordering top of the range electrical goods 
on credit, using false trading accounts. Some of the 
companies had previously been flagged to a member of the 
Graydon Intelligence Team where it became apparent that 
figures contained within the profits and loss accounts and 
balance sheets were identical to each other.

The police, who were primarily concerned with learning if the 
suspects had credit checked their own organisations, were 
able to bring the criminals to justice using the information 
Graydon provided. 

Having the correct defences in place could have protected 
the small businesses affected, as they would have had 
access to the crucial information needed to make a decision 
on trading.

Graydon’s XSeption tracks unusual activities that could be 
linked to fraud, such as accounts being filed early or 
simultaneously. Using the software allows businesses to 
assess the amount of risk they are exposed to.

Another case saw the Graydon Intelligence team flag up a 
company after three financial statements were filed within 
one calendar month. The named signatory director’s 
signature appeared different on each of the financial 
statements for 2008, 2009 and 2010. 

Graydon was able to inform its clients of the suspicious 
activity. Taking pre-emptive measures and staying one step 
ahead of fraudsters is vital for businesses, especially in the 
tough economic climate. 

Case study

XSeption highlights patterns beyond the norm, flagging key 
data elements for further investigation. The service provides 
details of exceptional characteristics (‘XSeptions’) displayed 
by records in comparison to the whole UK business 
population. 

Xseption has been developed based on recommendations by 
Graydon’s Business Intelligence Team, utilising their 
knowledge and expertise built up over the last 20 years in 
identifying fraudulent activity. 

XSeption information is included as standard in our credit 
reports, giving Graydon users an additional layer of 
protection in combating commercial fraud.

For example, Graydon removed the credit rating and sent a 
message to clients after one company was flagged up in 
February 2011. Eight months later the company had become 
insolvent and subsequently received a County Court 
Judgement (CCJ) to the value of £222,536. 

A separate company had its recommendations removed in 
August 2011, five months before entering administration and 
receiving a CCJ of £42,149. These are just some of the 
examples where Graydon’s Intelligence Networks remove 
recommendations from its database from businesses that 
later attract CCJs.

On average Graydon removes £29.3 million worth or 
recommendations every year.

Graydon also moves quickly allowing clients to receive the 
information as soon as possible. One business had its credit 
limit and rating removed by Graydon on 11 November 2011. 
In comparison the four main competitors still suggested a 
credit limit ranging from £100,000 to £250,000.

Timing is essential for businesses when avoiding fraud the 
most up to date information is needed in order to make a 
judgement. 

XSeption
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